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-Ù+ÉÎÇ ÉÓ Á ÍÁÌ×ÁÒÅ ÔÈÁÔ ÂÅÌÏÎÇÓ ÔÏ ÔÈÅ ÆÁÍÉÌÙ ÏÆ #ÒÙÐÔÏÍÉÎÅÒÓȢ 0Ï×ÅÒ3ÈÅÌÌ ÈÁÓ ÂÅÅÎ ÕÓÅÄ ÁÓ ÁÎ 
ÅÆÆÅÃÔÉÖÅ ÔÅÃÈÎÉÑÕÅ ÔÏ ÅØÅÃÕÔÅ ÍÁÌÉÃÉÏÕÓ ÅÎÔÉÔÉÅÓ ÓÉÎÃÅ Á ÖÅÒÙ ÌÏÎÇ ÔÉÍÅȢ )Ô ÉÓ ÕÓÅÄ ÂÅÃÁÕÓÅ ÏÆ ÔÈÅ 
ÃÏÍÍÁÎÄ ÌÉÎÅ ÁÎÄ ÓÃÒÉÐÔÉÎÇ ÌÁÎÇÕÁÇÅ ×ÈÉÃÈ ÍÁËÅÓ ÁÕÔÏÍÁÔÉÏÎ ÅÁÓÉÅÒȢ 
 

OVERVIEW 
 
Ɇ The malware was intercepted by the SubexSecure Honeypot on 15th September 2020. 

Ɇ The sample intercepted is a dropper written in PowerShell. 

Ɇ The older variant of MyKing malware was analysed by Tencent. 

Ɇ The new variant MyKing malware shows functionality of ransomware in addition to 

Cryptomining. 

Ɇ #ÒÙÐÔÏÍÉÎÅÒ ÉÓ Á ÓÏÆÔ×ÁÒÅ ×ÈÉÃÈ ÕÓÅÓ ÔÈÅ ÖÉÃÔÉÍ ÍÁÃÈÉÎÅȭÓ ÒÅÓÏÕÒÃÅÓ ÔÏ ÃÁÒÒÙ ÏÎ 

Cryptomining processes. 

Ɇ 2ÁÎÓÏÍ×ÁÒÅ ÉÓ Á ÓÏÆÔ×ÁÒÅ ×ÈÉÃÈ ÉÓ ÕÓÅÄ ÔÏ ÅÎÃÒÙÐÔ ÆÉÌÅÓ ÏÎ ÔÈÅ ÖÉÃÔÉÍȭÓ ÍÁÃÈÉÎÅ ÁÎÄ 

extort digital currency or resources in return for the decryption keys or techniques. 

 

PAYLOAD AND INFECTION 
 

 )Î ÔÈÅ ÉÎÉÔÉÁÌ 0Ï×ÅÒ3ÈÅÌÌ ÓÃÒÉÐÔ ÄÏ×ÎÌÏÁÄÓ Á ÔÅØÔ ÆÉÌÅ ÆÒÏÍ ÔÈÅ 52, 
Ȱhxxp://ruisgood.ru/kill.txt ȱ. )Î ÔÈÅ ÔÅØÔ ÆÉÌÅȟ ×Å ÃÁÎ ÓÅÅ ÔÈÅ ÌÉÓÔ ÏÆ ÐÒÏÃÅÓÓÅÓ ×ÈÉÃÈ ÔÈÅ 

ÓÃÒÉÐÔ ÃÈÅÃËÓ ÆÏÒ ÁÎÄ ÔÒÉÅÓ ÔÏ ÔÅÒÍÉÎÁÔÅ ÏÎÅȤÂÙȤÏÎÅȢ 

)Î Ȱkill.txt ȱȟ ÓÏÍÅ ÏÆ ÔÈÅ ÐÒÏÃÅÓÓÅÓ ÁÒÅ ÒÅÌÁÔÅÄ ÔÏ #ÏÉÎÍÉÎÉÎÇ ×ÈÉÃÈ ÔÈÅ ÂÏÔ ÔÒÉÅÓ ÔÏ ÔÅÒÍÉÎÁÔÅ 

ÁÎÄ ÒÅÍÏÖÅ ÆÒÏÍ ÔÈÅ ÓÙÓÔÅÍȢ 

Figure 1 

Figure 2 



!ÆÔÅÒ ÔÈÅ ÄÏ×ÎÌÏÁÄ ÏÆ Ȱkill.txt ȱȟ ÔÈÅ ÄÒÏÐÐÅÒ ÂÏÔ ÃÒÅÁÔÅÓ Á ÄÉÒÅÃÔÏÒÙ ÉÎ ÔÈÅ ÐÁÔÈ 
Ȱc: \ windows \ inf ȱ ÎÁÍÅÄ Ȱaspnet ȱ ÁÓ ÓÈÏ×Î ÉÎ ÆÉÇÕÒÅ ÂÅÌÏ× ÁÎÄ ÉÔ ÅØÅÃÕÔÅÓ ÔÈÅ ÃÏÎÔÅÎÔ ÏÆ 

Ȱuninstall.txt ȱ ÆÒÏÍ ÔÈÅ ÓÁÍÅ ÄÏÍÁÉÎ ÕÓÉÎÇ )%8 ÍÅÔÈÏÄȢ 
 

5ÓÉÎÇ Ȱuninstall.txt ȱȟ ÔÈÅ ÂÏÔ ÕÎÉÎÓÔÁÌÌÓ ÁÎÙ ÁÎÔÉÖÉÒÕÓ ÓÏÆÔ×ÁÒÅ ÉÎ ÔÈÅ 6ÉÃÔÉÍȭÓ ÓÙÓÔÅÍȢ )Ô 
ÓÃÈÅÄÕÌÅÓ ÔÁÓËÓ ÕÓÉÎÇ Ȱschtasks ȱ ÁÎÄ ÍÁËÅÓ ÒÅÇÉÓÔÒÙ ÅÎÔÒÉÅÓ ÔÏ ÒÅÍÁÉÎ ÐÅÒÓÉÓÔÅÎÔ ÉÎ ÔÈÅ ÖÉÃÔÉÍȭÓ 

ÓÙÓÔÅÍ ÁÓ ÓÈÏ×ÎȢ 
 

&ÕÒÔÈÅÒȟ ÉÔ ÕÓÅÓ ȰGet - WMIObject ȱ ÃÏÍÍÁÎÄȟ ×ÈÉÃÈ ÉÓ ÕÓÅÄ ÔÏ ÇÅÔ ÉÎÓÔÁÎÃÅ ÏÆ 7ÉÎÄÏ×Ó 

-ÁÎÁÇÅÍÅÎÔ )ÎÓÔÒÕÍÅÎÔÁÔÉÏÎ ÃÌÁÓÓÅÓȢ )Î ÅÁÃÈ ÃÌÁÓÓȟ ÉÔ ÆÉÌÔÅÒÓ ÁÎ ÉÎÓÔÁÎÃÅ ÂÁÓÅÄ ÏÎ ÔÈÅ ÎÁÍÅ ÁÎÄ ÉÆ 
ÔÈÅ ÉÎÓÔÁÎÃÅ ÉÓ ÐÒÅÓÅÎÔȟ ÉÔ ÒÅÍÏÖÅÓ ÔÈÅ ÉÎÓÔÁÎÃÅ ÕÓÉÎÇ ȰRemove- WmiObject ȱ ÁÓ ÓÈÏ×Î ÉÎ ÆÉÇÕÒÅȢ 

 
!ÆÔÅÒ ÄÅÌÅÔÉÎÇ ÔÈÅ 7-) ÅÎÔÒÉÅÓȟ ÉÔ ÓÅÔÓ ÕÐ ȰWmiInstance ȱ ÉÎ Á ÄÉÆÆÅÒÅÎÔ ÃÌÁÓÓ ÔÏ ÐÅÒÓÉÓÔ ÉÎ ÔÈÅ 

ÓÙÓÔÅÍȢ 
 

 

Figure 3 

Figure 4 

Figure 5 

Figure 6 



Then, with the help of IEX (Invoke Expression) method i.e. ñ(New- Object 

system.Net.WebClient ).DownloadFile () ȱ a few files are dropped at different 

locations with  different names. After downloading, the files are executed. It also terminates 
ÔÈÅ Ȱpowershell.exe ȱ ÐÒÏÃÅÓÓȢ 

 
4ÈÅ ÅØÅÃÕÔÉÏÎ ÉÎ ÔÈÅ ÄÒÏÐÐÅÒ ÓÃÒÉÐÔȟ ÌÅÁÄÓ ÔÏ ÔÈÅ ÅÓÔÁÂÌÉÓÈÍÅÎÔ ÏÆ ÃÏÎÎÅÃÔÉÏÎ ÔÏ ÔÈÅ #Ǫ# ÓÅÒÖÅÒȟ 
×ÉÔÈ )0 Ȱ185.26.112.217 ȱ ÁÎÄ ÄÏÍÁÉÎ Ȱruisgood.ru ȱ ÔÈÒÏÕÇÈ ×ÈÉÃÈ ÉÔ ÔÒÉÅÓ ÔÏ ÄÏ×ÎÌÏÁÄ 
Ȱkill.txt ȱ ÁÎÄ ÔÅÒÍÉÎÁÔÅÓ ÔÈÅ ÐÒÏÃÅÓÓÅÓ ÁÓ ÓÈÏ×Î ÅÁÒÌÉÅÒȢ  
 

 
4ÈÅ 7ÍÉ)ÎÓÔÁÎÃÅ ÔÈÁÔ ÉÓ ÓÅÔ ÕÐ ÈÁÓ ÔÈÅ ÆÉÌÔÅÒ ÎÁÍÅÓ Ȱcoronav ȱ ÁÎÄ Ȱfuckamm3ȱȢ 

 

Figure 7 

Figure 8 



!ÆÔÅÒ ÔÈÅ ÁÎÁÌÙÓÉÓ ÏÆ ÔÈÅ ÆÉÒÓÔ ÆÉÌÅȟ ×Å ÃÁÎ ÏÂÓÅÒÖÅ ÔÈÁÔ ÉÔ ÉÓ Á #ÒÙÐÔÏÍÉÎÉÎÇ ÍÁÌ×ÁÒÅ ×ÉÔÈ ÔÈÅ ÍÄυ 
Ȱ93515e391ac22a065279cadd8551d2bc ȱȢ 4ÈÅ ÆÏÌÌÏ×ÉÎÇ ÉÓ ÔÈÅ ÎÅÔ×ÏÒË ÃÏÍÍÕÎÉÃÁÔÉÏÎ ÏÆ 

ÔÈÅ #ÒÙÐÔÏÍÉÎÅÒ ÔÏ ÔÈÅ )0 Ȱ51.15.69.136 ȱ ÁÎÄ ÄÏÍÁÉÎ Ȱxmr - eu1.nanopool.org ȱ 

!ÆÔÅÒ ÔÈÅ ÁÎÁÌÙÓÉÓ ÏÆ ÔÈÅ ÓÅÃÏÎÄ ÆÉÌÅȟ ×Å ÃÁÎ ÏÂÓÅÒÖÅ ÔÈÁÔ ÉÔ ÉÓ Á 'ÁÎÄ#ÒÁÂ ÒÁÎÓÏÍ×ÁÒÅ ×ÉÔÈ ÔÈÅ 
ÍÄυ Ȱ2a239e0643f9ffa32ec1f99f529d7963 ȱ ×ÈÉÃÈ ÅÎÃÒÙÐÔÓ ÔÈÅ ÆÉÌÅÓ ÉÎ ÔÈÅ ÓÙÓÔÅÍȢ 
 

 

 
Figure 10 

 
)Ô ÁÌÓÏ ÄÒÏÐÓ ȰDecrypt.txt ȱ ÔÈÁÔ ÄÉÓÐÌÁÙÓ Á ÍÅÓÓÁÇÅ ÁÎÄ ÓÔÅÐÓ ÏÎ ÈÏ× ÔÏ ÐÒÏÃÅÅÄ ÆÕÒÔÈÅÒ 

to decrypt the files. 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 9 

Figure 11 


